Introduction
The threat of pandemics poses a severe risk to the United States given today's interconnectivity. Homeland security and public health officials have maintained that the potential for a pandemic to occur is not a matter of if, but when (HHS 2012; CDC 2008; Pascoe 2006; White House 2005) . So staving off catastrophe requires building and maintaining a preparedness infrastructure of unparalleled cooperation, vigilance, and participation. This article focuses on how federal departments and agencies in the executive branch organize their response to pandemic threats. The US Department of Homeland Security (DHS) currently leads in managing any pandemic threat in collaboration with the US Department of Health and Human Services (HHS), which is the medical response lead (Meeks 2005; GAO 2011 ). However, the two distinct Cabinet departments have been slow to manage their planning (GAO 2011; . DHS and HHS Secretaries have repeatedly asserted that the federal government cannot handle such response efforts without involving partners across all sectors and levels of government (Denlinger 2007; Napolitano 2009 ).
This article argues that DHS and HHS should begin to establish and maintain a heterarchy, which is the optimal interorganizational structure for securing against and responding to a pandemic threat. First, this article provides background into the nature of infectious diseases and viruses. Second, it defines relevant organizational concepts. Third, it describes a hypothetical scenario in which a disease might be introduced into the United States by a potentially infected foreign migrant entering through a maritime port of entry. Finally, it offers recommendations for how DHS and HHS, and the agencies contained within them, can operate heterarchically to better address a future pandemic threat.
Background: The Magnitude and Complexity of a Pandemic Threat

Problem
Global susceptibility to pandemics stems from a number of complex factors involving space, time, zoology, and biology. Populations, and the diseases they carry, move rapidly across land, air, and sea (Tatem, Rogers, and Hay 2006) . Transportation systems carrying people, food, and resources are ubiquitous and increasingly transnational (Honigsbaum 2012) . The sharing of habitats with livestock and other animals has increased the risk of zoonotic 1 bacteria and viruses, such as avian or swine influenza (ILRI 2012; WHO, n.d.) . Virus vectors, such as those of migratory birds, and climatic and environmental changes also heighten urgency for action (Yu et al. 2009 ). New viral strains and diseases may evolve more rapidly than a country's defenses can be sufficiently mobilized. Influenza, in particular, is one of the greatest pandemic threats due its properties-respiratory routes, high mutation rates, and high-frequency contagion (Rodrigue 2013) . Given a pandemic's potentially devastating consequences, including the loss of human life, government organizations must work with partners to detect and appropriately manage outbreaks to minimize morbidity and mortality. 
Context
The Federal Government's Role
The US federal government has an obligation to address and manage the response to a pandemic threat. Traditional governmental roles of policymaking, delivering services, and ensuring the continuous performance of essential functions have been critical to public health and security. Infectious diseases are widely acknowledged to be an issue of "shared concern" (Lemon 2007, xi) , not just in the purview of the private health industry or medical academia. National defense against public health emergencies certainly qualifies as a public good according to public microeconomic theory.
The United States is making incremental progress toward integrated planning, detection, mitigation, and response to pandemic threats (HSC 2007) . With every confirmed case or outbreak, the issue gains visibility, and national priorities are realigned. During the highly pathogenic avian influenza H5N1 outbreaks in 2005, President George W. Bush outlined a firstever National Strategy for Pandemic Influenza, which called for "the leveraging of all instruments of national power, and coordinated action by all segments of government and society" (HSC 2005, 2) . In 2012, President Barack Obama presented a firstever National Strategy for Biosurveillance, taking a more expansive approach toward responding to a class of threats, including not only emerging infectious diseases and pandemics, but also food-borne illnesses and bioterror attacks (White House 2012, ii (Burr 2013; Cohen 2013; US Congress 2013) , with the President signing it into law on March 13, 2013 (HHS 2013 . Whatever the decision or decree, the federal government's responsibility is to protect and safeguard its citizens and residents, and by extension, those of other nation-states-and to do so effectively.
Transnational Transmission
Though no government could predict the specifics of an emerging pandemic threat with certainty, as President Obama has stated, "the threat will move rapidly and transcend boundaries and borders. So must our response" (White House 2012, i). It is imperative that countries stanch any influx of infections at internal and external points of entry (Wasem 2011a) . Under certain conditions, developing countries may be at high risk for prevalence of emerging diseases (HSC 2007, 7) . Compared to wealthier and industrialized countries, developing countries may not have the infrastructure, food, manufacturing, or health and safety standards in place to adequately prepare or protect the population at large (Oshitani, Kamigaki, and Suzuki 2008) . In recent years, disease prevalence has occurred in various countries, from Haiti to China (Appendix 1). International air travel is a commonly accepted, plausible scenario for rapid global dissemination (Cooper et al. 2006) . However, the Bush administration acknowledged that a "cross border flow" of "potentially infected… aliens attempting to cross between our ports of entry" could present challenges for the United States (HSC 2006, 78) . Ports of entry are defined as government-designated locations where persons, goods, and conveyances are screened (GAO 2008) , and by their very nature, are conducive to person-to-person transmission.
A gap or lapse in detecting an infected person at any of the US's 329 ports of entry (CBP 2013; Wasem 2011a) could facilitate widespread infection of potentially millions at home, and billions throughout the world. As part of the US Code, the Immigration and Nationality Act outlines clear procedures and criteria for any foreign national who wishes to come into the United States and specifies health-related grounds under which one might be deemed inadmissible (Wasem 2011a ). The HHS Secretary determines which diseases trigger inadmissibility under the Immigration and Nationality Act (Wasem 2011a) , as shown in Table 1 . Though the majority of US screenings and admissions occur along a land border and fall within the jurisdiction of Customs and Border Protection (CBP) (Wasem 2011a ), a number of entry attempts occur at sea or maritime ports, which are monitored and managed by multiple organizations.
Literature: Types of Organizational Structures
In consideration of the pandemic threat, the possibility of disease transmission at ports of entry, and literature on organizational structure and the capacity to achieve organizational goals, 4 this article defines three types of organizational structures: (1) a hierarchy, (2) a network, and (3) a heterarchy. The latter, which can be comprised of hierarchies and networks, is most relevant to institutionalizing effective public health and security responses to a pandemic threat.
Hierarchies and Networks
The first structure, hierarchy, has historically been the method of organization for public institutions (Kettl 2006; Senge 2006) . It is the long-practiced structural arrangement in which individual units are layered with the most powerful on top and subordinates positioned underneath in a pyramid or a tree structure fashion. Hierarchy depends on authority (Kettl 2006) and "leading down" through the vertical organization (Senge 2006) . Roles and chains of command are often clear-cut in a hierarchy, so it is prone to bureaucratic inertia (Kettl 2006; Senge 2006) . For simple problems and operations, hierarchical government-and the specialization and division of labor it perpetuates-has worked, and may continue to work, reasonably well (Mahler 2009; Kettl 2008) . Today, aspects of managerial governance remain hierarchical, such as formal decision making and authorizing processes (Considine and Lewis 2007) .
A second type of structure, networks, have been increasingly used in recent decades to address public problems (O'Toole and Meier 2004) . A network is a "nonrandom aggregation" of humans or units that intersect in latticed horizontal and vertical relationships, whereby "not all major components are encompassed within a single hierarchical array" (Stephenson 2009, 4; O'Toole and Meier 2004, 470; O'Toole 1997) . A network typically includes hubs or nodes where interdependent or intersectoral components connect (Milward and Provan 2006) . A network is likely more flexible and collaborative than a hierarchy (Kamarck 2002) , and therefore more valuable (Milward and Provan 2006) . A public network can include some combination of agencies, parts of agencies of the same government, links among units of different governments, or ties between organizations (O'Toole and Meier 2004). A network can span larger areas and marshal more diverse resources than a hierarchy, but because it can be diffuse and fixed in perceived spheres of influence, it can also be fragile (Milward and Provan 2006) . During a period of "organizational reform" for public institutions in the 1990s and 2000s, governments main- Hierarchy Network tained hierarchical structures while officials embraced networking mindsets and expectations (Considine and Lewis 2003, 134) . But shortly thereafter, networks grew so large and "bewilderingly complex" that they required more managerial efforts than agencies could afford (O'Toole and Meier 2004, 471) and failed in execution. Many of today's policy problems, such as securing the nation against threats, involve highly complex and consequential managerial tasks, "multiple players," and unparalleled coordination (Agranoff and McGuire 2004, 509) .
Heterarchy
The third structure, heterarchy, is a mega-state of connected networks or hierarchies (Stephenson 2009, 4) . It is a relatively new way to conceptualize how very large, systematized, and goal-oriented networks work in the current age (Kleiner 2009 ). Whereas a hierarchy's focus is on "vested interest" and a network's is on "personal interest," a heterarchy's focus is on the collective good (Stephenson 2009, 6) . First introduced in 1945 to describe the organization of the body's nervous system circuits for behavioral and purposeful activity (McCulloch), the concept was expanded decades later to refer to "the relation of elements to one another when they are unranked or when they possess the potential for being ranked in a number of different ways" (Crumley 1995, 3) . A heterarchy differs from a network in that it: (1) is more expansive in size; (2) is more systematized and less prone to the vagaries of perceived influence or power; (3) has one specific policy goal; and (4) has more dynamic connections. These attributes make heterarchies well suited for intergovernmental responses to large public problems.
A heterarchy can be aligned for purpose and social responsibility, and its structure enables greater participation among its members at both the individual and organizational levels (Stephenson 2009 ). In a hierarchy, action follows authority, routine policies, and clear protocol. In a network, an organization might work with preapproved partners within first, second, or third degrees of connection. However in a heterarchy, accountability is "lateral," and paths unfold dynamically in response to the context of a problem (Stark 2001, 21; Crumley 1995) . This is often facilitated by technological drivers-such as the Internet, Web 2.0 platforms, and other user-generated tools-and by "concrete collaborative planning," or strategic design (Hellingrath and Küppers 2011, 1) . Heterarchical action may be intermittent, but members "sense and respond" together (Stephenson 2009, 6). The terms networks and heterarchies are sometimes used synonymously because current definitions of heterarchy still vary (Dawson 2009; Kleiner 2009; Wachhaus 2008 ). However, a heterarchy can combine the best of both networks and hierarchies by possessing some of their qualities (Reus 2009 ), e.g., the diverse collaboration of networks or the managerial decision making of hierarchies. Further, a heterarchy is useful where members must operate in "an environment of institutional uncertainty" (Stark 2001, 21) . For these reasons, a heterarchy is an ideal structure for government entities and their partners in planning and preparing for a potential pandemic.
Analysis: Operating Heterarchically to Secure the Nation Against a Pandemic Threat
At the Cabinet Department Level
Given its size, systemization, and adaptability, a heterarchy is an ideal structure for governments to adopt in preparing for pandemics. The relative importance of entities within a heterarchy changes and responds to extrinsic shifts that continually re-rank priorities (Crumley 1995) , and this adaptation can help match the speed and unpredictability of diseases and viruses. Heterarchical behavior can potentially lead to efficiency gains through collective leverage. When prioritized and maintained, a heterarchy may enable entities such as Cabinet departments DHS and HHS to overcome silos or identify interdependencies amid different missions and methods. Security functions are numerous: domestic, regional, and international preparedness planning; disease intervention strategies, such as quarantine, containment, and modeling; and priority setting for access to limited-availability health care resources (Lemon 2007) . During a time-sensitive crisis, miscommunication or poor coordination could spiral into systemic breakdowns. Any ambiguity in priorities, responsibilities, or information could jeopardize the response-and human lives. Leveraging existing departmental capabilities requires engaging with partners across multiple cross-functional areas that cannot be managed by one person, team, agency, department, or government.
Gradual Alignment Through Evaluation and Communication
Federal departments are moving toward more heterarchical operations, but progress remains slow. In 2005, DHS was given top authority to manage influenza pandemics, though HHS was declared primarily responsible for the medical response (Meeks 2005) . Some questions were raised about the two distinct executive Cabinet departments' "unique relationship" and potentially conflictual "chain of authority" (Meeks 2005) , particularly given that DHS had been founded only three years prior in response to 9/11 (DHS 2013b). Years later, the concerns about the departments' organization and performance remain valid. In its 2011 assessment of the handling of the 2009 H1N1 influenza pandemic, the Government Accountability Office (GAO) recommended that the Homeland Security Council (HSC) direct National Security Staff to work with DHS and HHS (2011). The GAO's 2012 assessment found "key deficiencies in information sharing among government agencies, which could obstruct a coordinated federal response to a possible outbreak" (Pavgi 2012) . Through evaluation and assessment, DHS and HHS are only beginning to align operations and improve internal, external, and lateral accountability among their partners.
Sharing communication tools and frameworks is a challenging yet necessary first step toward collaboration. Strides have been made in information systems, e.g., the development of a Homeland Security Information Network and a BioWatch system, which DHS leads and the Centers for Disease Control and Prevention (CDC) helps operate (DHS 2013a; Mosquera 2006 
At the Agency Level
Wide-ranging and Systematized Information Sharing
With the US levels of government so vast and needs so decentralized, detecting an infected person will likely occur at the outermost reaches of government structures (Lemon 2007) . A heterarchy's intricate communications may help members to identify, isolate, and control a disease before it becomes widespread (HHS, n.d.). Preparedness and emergency responsibilities are highly decentralized among thousands of jurisdictions and professions. Any one of these entities, which have historically operated with so little central guidance that their "extensive consultation and cooperation" may be required by law (Jenkins 2006, 320) , will likely be the first line of defense against an emerging pandemic threat. Accordingly, so-called child agencies like CDC that lie within a larger parent department like HHS, have been directed to actively engage with "architecture of Federal, State, local, tribal, territorial, and private capabilities" as a top priority (US Congress 2013; White House 2012, 2).
In a heterarchy, agencies are both compelled and motivated to systematically share information. This is especially significant at the heterarchy's peripheries because higher-level decisions can be simultaneously made, such as whether pandemic alerts should be raised or quarantines should be extended geographically. As agencies depend more on stakeholders for information, such "situational assessment" operations become more sophisticated, e.g., complex event processing, geographic information systems, and predictive analytics (FEMA 2012; Stojanovic 2011; ESRI 2013; Yu et al. 2009 ). Such systems reinforce heterarchical thinking across boundaries and may facilitate greater accuracy, timeliness, and consistency in a given scenario.
Scenario: Transmission Threats at Sea Ports and Migrant Interdiction
The beginnings of heterarchical thinking and cooperation can be observed in a specific scenario whereby a disease or virus, introduced by a potentially infected foreign migrant entering through a maritime port, is contained through interdiction. Migrant interdiction is one functional operation that plays a critical role in safeguarding the United States against pandemics through the stopping, screening, and quarantining of migrants who attempt to enter the country illegally by sea. Interdiction is one of DHS's core capabilities, and it is defined as the interception and prevention of movement of a prohibited person or commodity (FEMA 2012) .
Within DHS, the US Coast Guard (USCG) runs Alien Migrant Interdiction Operations as one of eleven maritime mis-sions. On an average day, the USCG performs 28 safety and environmental examinations of foreign vessels (USCG 2011b), so it is frequently the first point of contact for those trying to enter the country via maritime ports. Though its task is to enforce immigration law at sea, the contact means there is heightened risk of disease transmission if just one infected migrant were undetected or processed without adequate precaution. Though luck has helped play a role in keeping the United States safe so far (Schwartz and Schwartz 2010; CBO 2005; WHO 2010a) , coordination between the USCG, CDC, and others is promising because it illustrates how multiple agencies can manage transmission incidents successfully.
In the last few years, there have been a number of high-risk outbreaks and interdictions that required the USCG, CDC, and other agencies to work together heterarchically. The five countries from which the most undocumented migrants originate via maritime ports are: Haiti, the Dominican Republic, the People's Republic of China, Cuba, and Mexico (USCG 2011c (USCG , 2011d . Three epidemics and one pandemic in the past 10 years have had points of origins from three of these countries: (1) the H1N1 influenza pandemic in 2009 from Veracruz, Mexico; (2) the SARS epidemic in 2003 from Southern China; (3) the H5N1 influenza epidemic in 2003 from China; and (4) the cholera outbreaks in 2010 from Haiti (Appendix 1). Agencies jointly monitored and collaborated in the responses. For example, the 2010 Haitian cholera epidemic following the catastrophic earthquake coincided with a surge in Haitian interdictions (Wasem 2011b) . Four other federal agencies besides the USCG are responsible for Haitian migrants: CBP, which has 20 quarantine stations and health officials on call for all ports of entry (Wasem 2011b; GAO 2008) ; Immigration and Customs Enforcement; US Citizenship and Immigration Services; and the Department of Justice's Executive Office for Immigration Review (Wasem 2011b ). Thus, multiple officers at multiple seaports had to work vigorously to maintain a network of communication lines for each migrant screening and case (Wasem 2011b, 17) .
In high-risk scenarios, agencies can choreograph heterarchical responses that are systematic yet flexible. SARS and the H5N1 both originated from China and, during the outbreak periods, there have been increases in the number of migrants interdicted by USCG from China (2011c). In a hypothetical transmission scenario, a man from Fujian Province, China might travel to the United States via a small shipping vessel with SARS, H5N1, or another undisclosed disease or virus. The USCG must rely on its own and other reliable surveillance systems to interdict the boat when it reaches within 200 miles of the US shore (USCG 2010). The man is undocumented and has no US visa, and therefore cannot demonstrate whether he has been vaccinated against certain vaccine-preventable diseases, as detailed in Table 1 . He is not eligible for an Immigration and Nationality Act waiver (Wasem 2011a ) from the other health-related grounds for inadmissibility because he is not: a husband, unmarried son, or father of a US citizen; an alien lawfully admitted for permanent residence; or an alien issued an immigrant visa (Wasem 2011a) . If the man discloses that he needs medical attention-or a USCG officer suspects that is the case-the officer communicates the incident appropriately through a number of alert systems, such as the Treasury Enforcement Communications System or the Homeland Security Information Network (Wasem 2011a ). There are numerous, rigorous medical examinations by the CDC's panel physicians or civil surgeons (Wasem 2011a ) and its Division of Global Migration and Quarantine, which is responsible for managing infectious diseases among immigrants, refugees, international travelers, and other mobile populations that cross international borders (GAO 2008) .
In an example of flexibility and 10.4079/pp.v20i0.11788 coordination, the USCG may either be supported by, or may support, US Department of Defense forces by law (DTIC 2012, xi) . Similarly, USCG and CBP officers have statutory responsibility "to aid in the enforcement of quarantine rules and regulations" (Wasem 2011a, 7) . If there are many potentially infected migrants, or if the disease has spread, coordination with the naval services of nations may lead to the establishment of task forces in international waters to provide vaccines, antivirals, and other assistance to multinational mariners of commercial vessels as they transit into or out of maritime chokepoints and sea lanes (Rodrigue 2013 ). This coordination undoubtedly requires a broad range of equipment, which can be facilitated through assistance from partner entities. The USCG or CDC may also exchange information with appropriate extragovernmental bodies, including the WHO, the Food and Agriculture Organization of the United Nations, and the World Organization for Animal Health (USAID 2012). They may also communicate with dozens of foreign governments, including Chinese authorities, who may request information to stanch the spread in Fujian. Further, these agencies have other obligations and similar threats to monitor and prepare for, such as chemical, biological, radiological, and nuclear agents, which would involve defense agencies and potentially result in geopolitical situations or foreign policy consequences (DTIC 2012) . This scenario demonstrates the complexity of disease transmission and the adaptability and effectiveness of heterarchical operations.
Findings and Further Considerations
Intergovernmental collaboration is moving toward heterarchical collaboration. In outbreaks over the past few years, contamination and death were minimized. However, much remains to be done. The fact that no SARS "super-spreaders," or people who infect more than 10 others, made it to the United States from China in 2003 was a purely a matter of luck (Schwartz and Schwartz 2010) . Luck may also have played a role in staving off H5N1 since 1997 (CBO 2005) . According to a post-H1N1 pandemic statement by WHO Director-General Dr. Margaret Chan, "This time around, we have been aided by good luck 5 " (2010) . With so many different public entities-each carrying with it varying levels of hierarchical bureaucracy, network formations, protocols, and missions-it may be easy for mistakes or miscommunication about the threat to occur. Evolving roles, relationships, and peripheral considerations emphasize the need to establish a heterarchy, one that is strategically cultivated and nurtured to help most, if not all, participants, run smooth operations and deal with the high probability that someone will make a mistake (Kamarck 2002) .
US departments and agencies should invest in shared tools and resources, which are fundamental to any public partnership. There are essential benefits to coordinating with international bodies, including those countries that might not be as prepared against a pandemic threat, such as Vietnam or India, and specialized international agencies, such as the WHO. A steady flow of assistance is already in place; the United States provided technical assistance, commodities, and logistical or financial support to 39 of 60 countries that had H5N1 on three continents (HSC 2007) . However rather than depend entirely on intelligence from the WHO, one of the most important players in global health and pandemic-related activities, the United States can further invest in communications and systems to control diseases and viruses in real time. It is this real-time interconnectivity between countries and regions across the globe that helped control the 2003 SARS outbreak (Lemon 2007) . As the United States' vulnerability partially depends on other countries' and the WHO's successes, the federal government must take steps to identify and invest in the parts of the heterarchy that could lead to further optimization.
Threats to security are compounded when resources are scarce, but heterarchical collective leverage may be a salve. Having been criticized for decades for large deficit spending, the federal government's automatic spending cuts, or sequestration, would "significantly diminish" the ability to protect Americans from infectious diseases and lead to a dangerous health risk (APHA 2013, 1) . From CDC's budget alone, $450 million may be cut (California Healthline 2013; Food Safety News 2013) . Trusted heterarchical partners may achieve economies of scale and reduce costs without drastically sacrificing quality of service. In a heterarchical model, future budget restrictions may force lean departments and agencies to innovate and collaborate further.
Conclusion
Heterarchies, along with the hierarchies and networks that can comprise them, are the most optimal structures to stave off a pandemic threat and potentially catastrophic loss of life. Such interorganizational responses are becoming increasingly beneficial to governments in situations that require unparalleled coordination between multiple levels of government and society, particularly if federal budget spending cuts occur. A case for heterarchies can be made in the containment of diseases and viruses at US maritime points of entry. Migrant interdiction and detection comprise one type of operation that helped to minimize multiple outbreaks and the H1N1 2009 pandemic of the past decade. Though transmission via a maritime port is one of many potential scenarios and less likely than via air travel, it illustrates the potential for federal Cabinet departments, agencies, and their partners to collaborate heterarchically. The federal government must not only develop, but also maintain such a heterarchy to ensure public safety and improve the nation's security against all future pandemic threats. Notes 1. Zoonotic diseases are those that can be transmitted from animals to humans. 2. Morbidity refers to the rate of the incidence of disease in a population. Mortality refers to the rate of the incidence of death or the number of deaths in a population (http:// www.diffen.com/difference/Morbidity_vs_Mortality). 3. The US response to the 2009 H1N1 pandemic cost $6.15 billion (GAO 2011). Billions have additionally been spent on investing in, developing, and approving vaccines (GAO 2011; White House 2007) . There are assumptions and justifications: the US will not be able to depend on obtaining enough vaccines from another country. The entire world's manufacturing capacity for just one influenza vaccine is "limited" at approximately 1,400 million doses per year (Oshitani, Kamigaki, and Suzuki 2008; WHO 2012b ), but a shortage will likely occur because the vaccine requires two doses per person (Lemon 2007, 62) . 4. The relationship between organizational structure and the capacity to achieve organizational goals has been established in public administration and organizational behavior by Frederick Winslow Taylor, Mary Parker Follett, Chester Barnard, Max Weber, Chris Argyris, and Warren Bennis, among others. 5. CDC has estimated there were as many as 89 million US cases of H1N1 between 2009 and 2010, with 18,300 deaths during that same period (GAO 2011) . Portraying this event as lucky underscores the potentially devastating high mortality that pandemics can cause. Source: WHO 2013a WHO , 2013b WHO , 2012a WHO , 2012c WHO , 2012d WHO , 2012e, 2012f, 2012g, 2011a WHO , 2011b WHO , 2010 WHO , 2009a WHO , 2009b WHO , 2004 WHO , 2003 Honigsbaum 2012; NEJM 2005; CDC 2012a CDC , 2012b CDC , 2013a CDC , 2013b Chakrabarti 2009; Wikipedia 2013 . "Countries" includes territories and semi-autonomous regions.
